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BUILDING A CYBER SECURITY MODEL FOR SMES

Abstract: This paper presents a review of literary sources in the field of cy-
ber security modeling and management. The main objective is to help SMEs im-
prove their level of protection against cyber attacks. The author strives to build a
cyber security model that can be easily deployed in small and medium businesses.

Key words: cyber security, information security, corporate information
systems protection, national security

YBO/J

PasryiexxJjaHeTo Ha KUGEepCUTYPHOCTTA HA Ma/IKUTE U CpeJHUTe
NpeAnpuUsaTUS € BakeH MOMEHT, Th¥ KaTO TSIXHOTO MSICTO € SICHO IoC-
TaBeHo Ha QPueypa 1 u 2. MoJilerbT Ha eKOCHCTeMaTa Ha KUOGepCUryp-
HOocTTa Ha EBpomneiickaTa 06IIHOCT, KAKTO U MOJIEJ'bT Ha HaI[MOHAJIHA-
Ta cMcTeMa 3a KubepcurypHocTt, JedruHUpa KubepcurypHoctTa Ha MCII
KaTo 3HaYMMa 4acT OT IJiobasiHaTa npejcraBa. ETo 3amio aBTOpbT cMs-
Ta, 4Ye e OT 3HaYeHHe Ch3/IlaBaHEeTO Ha OMPOCTEH MO/Ies 3a KHGepCUryp-
HocT Ha MCII, koilTo Aa 6'bJe JIECHONPUJIOXKUM, NOBUIIABAWKU KUbOe-
PYyCTOMYUBOCTTA HA HAIIMOHAJIHUS MO/ieJ 32 KHOEPCUTYPHOCT B paMKa-
Ta Ha CTpaTervsTa 3a KubepcurypHoct Ha EO.

* ABTOpBT e IJ1aBeH acUCTeHT, JoKTop B [lnoBausckua ynusepcurert ,llaucuii Xunen-
Japcku.
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Ta6auya 1. MpuMepu 3a ydacTHe Ha 3aUHTEpPeCOBAHHUTE
crpadu B NCSS B EC [5: 79 - 97]

- Area of action Coordination of activities

- Integration of innovation, technology and
cyberspace and security teaching into
school curricula (Italy) or into scientific
and technical training (France).

- Self-learning opportunities on cyber
security website (Lithuania).

- iLreation of consultation groups/taskrorce
{Netherlands) and working groups for
sectorial issues (Czech Republic).

- Collaboration with the public sector on
processes and structures for political

Individual users = FEducation and training.
= Building trust in law
enforcement.

Ity -0 *  Public-private

sector partnerships.

*  Education.

= |nvestment in creating a

b
SECL.WED'[ o coordination (Austria).
environment. : .

- Protecting SMEs through sector specific
platforms in developing cyber security in
relation to businesses [Austria).

- Investing financial resources (UK) and
other resources such as expertise,
training capabilities, etc.

critical o INg critical infrastructures (Estonia).
g : - Cross-sectorial collaboration
infrastructure infrastructure. Inf i b R
» Dartnerships withiothes | - armation sharing within the industry
{Metherlands).
sectors.

- Establishment of CERT entities in the

*  Collaborati ith th
ORI HOTL = public and private sector (Romania).

public and private
sector.
= Building a CERT network.

- Creation of training programmes and
outreach activities (Lithuania).

- Establishment of minimum standards of
security (Austria, Czech Republic,
Romania).

Public bodies " AwErensss raising
campaigns.

= Education and training.

= Establish a culture of
cyber security and
resilience.

HEOBXOJAUMOCT

PeBostoniusiTa B TEXHOJIOTUMTE W B KOMYHHUKALUUTE KOPEHHO
NPOMEHHU CBeTa, B KOWTO >uBeeM. MHPpOpMaLUOHHHUTE TEXHOJIOIHUU
NpOMeHHXa U3 OCHOBH €CTECTBOTO Ha MEXAYJUYHOCTHUTE B3aUMO-
JelicTBUs. UHTepHeT cBbp3a 06LIecTBa OT BCUUKHK Kpaula Ha 3eMsTa.
CoLMa/IHUTEe MpPEXH MO3BOJIIBAT HA BCEKW WHAWBHJ Jla CIOAE/s WH-
dopmanusa HaBCAKBJIE 10 3eMHOTO KbJI6O 32 CEKYHAU. A rjiobasHaTa
MpeXka HU Ipejjlara JUrMTaJHO XpaHUJIHIIE, B KOETO BCEKH MOXe Jia
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3amasu cpelny MUHHMMAaJHO WM 6e3 HHMKAKBO 3allJlalllaHe JIMYHA WJIU
npodecruoHasiHa HHPopMalud [5: 79 - 97].

PuckoBeTe U 3amaxvuTe B KUOEPIPOCTPAHCTBOTO Ca TPYJHU 32
JNepUHUpPaAHe MOPaIN CJI0XKHOCTTA Ha ONpPe/IeJITHETO HAa U3TOYHHKA Ha
B'b3/IeCTBUE U MOTHUBUTE, O'bP30TO eCKaJIMpaHe Ha 3aIjaxaTa, CJI0XK-
HOCTTA M UHTEH3UBHOCTTA Ha CbBPEMEHHUTE KOMYHUKALlMOHHU U WH-
dbopManMOHHU NPOLECH, IMHAMUKATA Ha JIOTUYECKUTE U PU3UIECKUTE
BP'b3KU U HEOTIPE/IEIEeHOCTTA Ha npotuecuTe [9].

durypa 2. HU3noazeanemo Ha HKT u mexHume puckoee 3a
e2paxcdaHume u 6u3Heca Ha EO

Europeans believe that digital technologies ‘ of Europeans believe that the risk of
have a positive' impact on 86% becoming a victim of cybercrime is
INcreasing.”
Sectors like transport, energy, health and finance
a ) J have become increasingly dependent on network and
information systems to run their core businesses
75% 64% 67%
our economy our society  our quality of life The Internet of Things (IoT) is already a reality. There will
be tens of billions of connected digital devices in the EU
by 2020°

Cyber incidents and attacks are on the rise:

ﬂ@ # +4,000 ransomware ' 80% of European companies
attacks per day in 2016. experienced at least one
cybersecurity incident last year*
In some Member States
' 50% of all crimes committed are +150 countries and +230,000 systems

f :
Cyoererimes. across sectors and countries were affected
with a substantial impact on essential services

+38% Security incidents across all industries connected to the internet, including
rose by 38% in 2015 - the biggest ) )
increase in the past 12 years. hospitals and ambulance services.

HapacTtBamuTte KubGepunpecTbIlJIeHUS M aTakKd ca MOBOJ, JAa ce
MNPOEKTUPAT CTPATETMUTE 3a Pa3BUTHE U YCTOMYMBOCT Ha KUbBepcUryp-
HOCTTa Ha J’bp>XaBUTe — 4JeHKU Ha EBponeickus cbro3, IOOTAEJNHO U
KaTo 00l1lla eKocMcTeMa Ha 30HaTa. Copes CTaTUCTUYECKH JAaHHU KbM
2017 r. Ha EBponelickaTa koMUCUSl KMbGepaTakuTe Ha JeH npe3 2016 T.
ca HapacHaau ¢ Haz 4000. [Ipu 86 % oT eBpoNeNCcKUTe IrpaxJaHHu e u3-
rpaJleHo MHEeHUE, Ue PUCK'BT a CTAHAT XKepTBa Ha KUbepnpecThIJIEHHE
HapacTBa. bu3HechbT Bce MoBede pa3yuTa U paboTH ype3 HHPOPMALHU-
OHHHU CUCTEMH 32 yIpaBJieHHe, KOUTO Ca U3151JI0 3aBUCHUMH OT KOMYHHU-
KalusiTa npe3 uUHTepHeT. Hali-Manko mo eJUH UHLUUJEHT, CBbpP3aH C
KUGepCUTypHOCTTa, € oTdyeTeH npu 80 % oT eBponelckuTe KOMIAHUU
npe3 U3MHUHAJIATA roJrHA. B HAKOW AbpKaBu 4ieHKH 50 % OT BCUUKHU
WM3BbpIIEHU NPeCcTbIJIEHUs ca KUbepnpecTbIieHUs. UHUUJeHTHTe B
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CUTYPHOCTTA BbB BCUYKU UHJYCTPUM HapacTBaT ¢ 38 % npe3 2015 1. -
HaW-MHOTO Npe3 nocjaeqHuTe 12 roguHu.

JluncaTta Ha o6y4eHUe U SCHOTA 3a MPO6JIeMHATa 06J1acT € BUJHU-
Ma OoT ¢urypara mno-7101y. ABTOpbT NpeABUKA B O'bJEIIUTE CU pa3pa-
O0TKM Ch3/laBaHeTO U HAa MoJeJ 3a HepopMasHO 0OydeHHUe 1Mo npobJie-
MUTE Ha KubepcurypHoctTa. OT 60raTHsl CH IpeaullieH ONUT C Hedop-
MaJTHO 00y4YeHHe Ha MEHU/DKbPHU, KAaKTO U C pa3paboTBaHETO HA KOH-
LenTyalleH MoJiesl 32 HepopMasHO 0OydYeHUe HA CHElUaJUCTU BbB BU-
HapcKaTa WHAYCTpUs [6: 36 - 47], aBTOPBT lile HACOUHM YCUIUS KBbM
aJlanTUpaHe HA pa3paboOTBaHUTE KOHIENI[UM B KOHTEKCTA HA KUOEPCHU-
I'YPHOCTTA.

durypa 3. HHdhopmupaHocm u 3HAHUSA

Awareness and knowledge
Despite the growing threat, awareness and knowledge of cybersecurity issues is still insufficient.

69% of companies 60% of companies 51% of European

have no or basic have rever estimated the citizens feel not at all

understanding of their potential financial losses or not well informed

exposure to cyber risks from a major cyber-attack® about cyber threats”
JIOTUYECKHX MOAEJ

B nuTepaTypara ce cpeiiat 3a/bJ1604€HO pa3paboTBaHU MOJeN
3a KMOEpPCUTYPHOCT U METOJU 3a Mojenupane [3, 7]. Tesu mogenu B
M3BECTEH CMUCHJI Ha/IBUIIaBaT HUBOTO Ha 3HAHUsITA Ha COGCTBEHULU-
Te Ha MaJIK{ U CPeJIHU NpeAnpusaTUsa. PazbrupaHeTo U alaTUPAHETO Ha
TaKHWBa MOJeJU MpejloJiara eKCliepTHU M03HAaHHUSI U BUCOKO HUBO Ha
3HaHUA B chepaTa Ha KUGEPCUTYPHOCTTA, KOUTO JIUIICBAT B PA3IUYHU
CEeKTOpH Ha O6u3Heca. MeHHO 3aToBa aBTOPBT THPCH pelleHHe 4Ype3
ONPOCTsIBaHe Ha MOJEeJIMTe U MpPaKTHUYeCKH HAacOoKU B nomoiy Ha MCIL
[IpunaraHeTo Ha CbBKYIHOCT OT pa3rJjieJaHUTE MO-rope Mojesu [6: 36
- 47, 7], KaKTO ¥ T'bPCEHETO Ha JOOPH MPAKTUKU 3a GU3HEC OpraHu3a-
nuute [2: 14 - 33] HeMUHYeMO Iiie A0BeJe A0 MOBUIIaBaHe HA HUBOTO
kubepycroituuBoctta B MCII. [Ipe/icTaBaTa 3a MbpBOHAYa/IHa BU3US Ha
Mo/jieJ1 MOXe Jia ce nipueMe oT [1: 446 - 458], kbaeTo ca onMcaHU HUBa-
Ta Ha pa3BUTHe Ha KubepaTaka.
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durypa 4. Emanu Ha pa3gumue Ha Ku6epamaka

Vulnerability
=Vulnerabilities in Software, System, Organisation -
often Software-Bug

Exploit
*Dpportunity to exploit the the vulnerability, in
order to take control of the system

Payload

s*malware or malicious code , often virus or trojan
or direct data extraction

#The attack could lead to a physical damage
scenario

durypa 5. Modes1 Ha ynpaeaeHue Ha KubGepcuzypHocmma

Legal
regulation

Incident
management

Cyb: curity

managementin

organization

Risk

management management
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PasryiefaHusT Mojes 3a ynpaBjeHHe Ha KHb6epcUrypHocTTa [8:
559 - 573] 6u 6us moaxoAsAll 3a NpUJaraHe B aJalTHPAH BApPHAHT U
npu MCIL

3AK/IIOYEHHUE

['opeuns/ioxkeHOTO AaBa MOTHUBALUs 3a paboTa BbPXy MoJeaupa-
HETO U U3BEXJAHETO Ha M0JIe3eH ONMPOCTEH MO/ 3a KUOEPCUTYPHOCT,
Haco4yeH NMpaKTHU4YeCKU 3a JiecHO BHegpsaBaHe B MCII. ABTopbT cMATa
O'benuTe pa3paboTKU J1a Pa3BUBAT KOHIENIUATA 32 MOJeJ, OTTOBa-
psilll Ha BU3USITA HA HallMOHAJHATA CTpaTerus 3a KUOepCUrypHOCT, Ka-
TO CblIEBPEMEHHO ca B noJsi3a 1 Ha MCII.
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